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Question 1 [3 marks]

In the following, @(n) is Eulers Totient function. Give the answers to the following functions
(show calculations where necessary):

a) 9(27)

b) @(29)

c) (8x7)mod 17

d) (9-12) mod 13

e) (7+8)mod 23

f) (9+3)mod 12

Question 2 [2 marks]

Give an advantage and disadvantage of using link-level encryption (as opposed to end-to-end
encryption) in the Internet.

Advantage:

Disadvantage:
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Question 3 [3 marks]
Assume you are using a centralised Key Distribution Centre (KDC) in your symmetric key
cryptosystem.
a) List the keys that are used if A wants to communicate with B. Give each key a meaningful
name or short description.

b) For each key from part (a), list which of the three hosts (A, B, KDC) have access to the
key.

Question 4 [2 marks]

Assume you are using the linear congruential generator (see equation below) to generate random
numbers.

X, =(aX, +c)modm
a) If the input is Xo=1, c=0 and m=9, and the first three output numbers are X; to X3 = {7, 4,
1}, then what is X4?

b) A desirable property of a random number sequence is a long period. What parameter can
be modified to potentially produce a sequence of more than 10 different random numbers?

Quiz 4 4 Jan 2008 2



